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neaaumIginarein llviinass wseuiulng

NAFeUMILanIINTsIaLarAuRuAlitosnINENanivuA 1 EMERSON :

Flowrate > 10 gpm (38 (pm) 71 30-100 psi (207 to 689 kPa)
AIvAeUANN CPP Msenemegluanmwindoxldam azenn 1si5Hdy Iésvsu
gaunni CPP (Tep ) L“f]umm?w'asuaaqmmﬁm% (Ty ) waygaungivieen (T, )
911 Compact Prover

Iprususuviisdl Displace vign Aoufinisiadeud (P, )

KavA1 “BASE VOLUME” fianmzanasgiu ethaties 4 adshnsiorfilian
Repeatability < 0.02%
dulsrnanalavdiuuansALuudidansolindosdiusyddinves CPP

7.1. Configulation Fnduusse rimsefudeya PP ldlumsasuifiouass
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o3 Name Plate findauasiazdayansunummnung

1.

H9M291aNSUUNINGD
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1.1, lusenunaaeuiieuliiiu 1 U

1.2. Maximum Permissible Error (MPE) < Tank Capacity /2000

1.3. Uncertainty < MPE/3

1.4. Repeatability < 0.02%

1.5. datumaneinaengn (d) < 0.02% vesfitanaques CPP vide
gngdumedy < 0.01%v8INANANUEY CPP fia 1 1uRuns

1.6. mngavdanavdanesegluaninauysal gnaed

1.7. asfudeyauu Name Plate Ssfindasiung

fiduusussdufamslanzuuuinns wazydaiiung
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LA3RIINQUNT LATB9INAUAY

1 dwiuingungil CPP (T), T, ) uwazguunnitemlsuuang (Ty) 1. ewwazldyanInnImsewiiu 0.1 PSI %58 1.0 kPa

1.1. ¥1 Glass Stem Thermometers / RTD (Resistance Temperature

A1 Uncertainty $1n31A1 d

2
Detectors) PT100 3 %@ 3. 9291159 0-100 psig ( 0-689 kPa)
q

1.2. 81uazdunuInnImIewmingy 0.1 °C
1.3. A1 Uncertainty sniaen d
1.4. ¥13gum9il -1 to 50 °C
2. dwiuingumni Invar Rod (Ty)
2.1. RTD (Resistance Temperature Detectors) 3@ digital thermometer
2.2. 91UazREANINATMIBWINAU 0.1 °C

3. lusenurageuiisuaniesfiAnislasu 150 17025 Liiiiu 1 Vludsiuaeuiieu

TuseaunagauLisuaniesufuinislasu 15O 17025 lafiu 1 Viudsiuaauiiiey

Reuluiaiy

1. AIAINLANGNTENI UMY UULIRSIU Compact Prover fiasdlanlaiiiu £ 0.2 °C

2. fwmanuuinanmsiéunmsaeudisusieisdaimn (Gravimatic Method) fid Repeatability 0.01% uaz Uncertainty 0.01% (§3m29uuusnas 40 -400 ans)

3. dinsiiimdeng Thermo Well iilgswouagnaoniiad

0. fwndlansrdaroidndumneinnndesdidnndunedimaniiinaontisuandatumneuinn uaraedmaiunsinszsuenlifiifanguiedsdula gnindeusing
melunedimauazrelifndniduaedmalasurielinsiinaontuandadunnemam

5. asnadeudoya CPP Asrillduasmiae¥afild (I Unit 3o BS Unit wie naufusswiemiei 2 svuv ) fasingludiudssaona/duansmdeluiliignios

Y

5.1. wiim Material ¥89 Body Faazduen Squared Coefficient of Expansion, Modulus of Elasticity
5.2. %in Material ¥8¢ Invar Rod @sazidluen Linear Coefficient of Expansion

5.3. GUINAMNULN LagsaiinigTuves Body

1
Manual of Petroleum Measurement Standards, Chapter 4—Proving Systems, Section 4—Tank Provers
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2 4 o’ =
6. N1 “BASE VOLUME” %180Mzu1n391uY89 CPP wusdu 2 el

' [
=X a o 1

6.1. vinuh CPP TuapuLieusnmsin (Flow Meter) dafinsriou (Upstream) CPP 111 “BASE VOLUME” #ian1aganasg s Upstram (**Normal Condition**)

' [
=X a o

6.2. vni1 CPP TWaauiiiaunnsin (Flow Meter) @35nsiangds (Downstrearn) CPP 111 “BASE VOLUME” ﬁamwmmgmﬁm Downstream

Process fluid diverter valve
(double block-and-bleed valve)

Flow [ — I]] <[|]E§— Flow

Meter
temperature

!___I_l Prover pressure
D Prover temperature

Analog
|/0 cable

Prover control |/O cable

| —

Meter pulse signal cable

Prover computer

-

| E—

Printer

Note: If0=in|$u1!oulpu1. " o a U "
11N TINEARINDU (Upstream) CPP

Manual of Petroleum Measurement Standards, Chapter 4—Proving Systems, Section 9—Methods of Calibration for Displacement and Volumetric Tank Provers, Part 2—Determination of the

Volume of Displacement and Tank Provers by the Waterdraw Method of Calibration
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Figure 3B—Schematic Drawing of a Typical Layout for a Waterdraw Calibration of the Upstream Volume
of a Displacement Prover with a Captive Displacer and External Detectors using Top-filling Test Measures

“Upstram Base Volume”

71539a9U Slip Test

“Downstram Base Volume”

Figure 3A—Schematic Drawing of a Typical Layout for a Waterdraw Calibration of the Downstream Volume
of a Displacement Prover with a Captive Displacer and External Detectors using Top-filling Test Measures

7.1. 9 “BASE VOLUME” ﬁamazmmgmsum CPP fishsnsinasiussiuuni 1wy EMERSON : Flowrate < 10 gpm (38 lpm) #i 30-100 psi (207 to 689 kPa)

7.2. #379@8U Seal Leak Check 1 EMERSON: 14 Dial Gauge funisindeudi Displacer iiodnussiulaeladnuniseenuds Displacer véfutiesndn 0.102 mm

(0.004 inches) Tuan 5 w1l
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AVinn1saeuLigy (Third Party/gAseunsed) desdweulusigaunagauiisuiniotingumiiuaziniedinnnuduusedn CPP adiuuansd/dmlseudana
Flow Computers) 3sfsdaygyraArgamniinazainiuduainiasesindanairlunisussaiananisinU3umsves CPP ileld CPP Tugiue “uwuuuing

Standard)” LieldUsenauniseansiguNanisaauLisu CPP

P

1%
a o

nsldUsunsuInIgIu (Base Volume) voe CPP 1luuuuNInsIfaslidiuuanian/dulssanana (Flow Computers) AinAtusgdnas CPP 8nvisligiinnisaeu
Wiy (Third Party/fATeUATY) Aaiius18s Configuration vesdiukandA/d1ulszanana noukasndsasuifiou CPP tiieldusenaunseansngauNanis

d@auwigu CPP

N1IAIRUALUINIINISIENAS, Configuration wazn1sinEIAmUaannEYas Flow Computer (OMNI 3000/6000) @elderusaunu

Brook/Daniel Compact Prover wazu1m5a (Flow Meters)

NsEpUIBULUUNINT1 Compact Prover (CPP) Falldiunanamuazussanana Flow Computer OMNI 3000/6000 winliluuuuinasilunisnsiaaeulia

SU09UM599 (Flow Meters) 11 PD Flow meter/Turbine Flow Meter ﬁqgﬂsﬁwmd

f.

Janvuanaiu

1. Firmware d%5U Flow Computer (OMNI 3000/6000) aaslduniiiniianisiaduszuuiuninaiu wsesadayafuinsdansdn w.e. 2542 11031 9

OMNICOM® Application

Use Table 1 utility before you start to select the software version of OMNICOM?® that matches the
firmware version number of your OMNI Flow Computer

Table 1. Firmware Versions

US VERSIONS METRIC VERSIONS
Turbine/Positive Turbine/Positive Displacement/

20 Displacement/Coriolis Liquid Flow 24 Coriolis Liquid Flow Metering
Metering Systems (with K Factor Systems (with K Factor
Linearization) Linearization)

21 Orifice/Differential Pressure Liquid 25 Orifice/Differential Pressure Liquid
Flow Metering Systems Flow Metering Systems
Turbine/Positive Displacement Turbine/Positive Displacement

22 | Liquid Flow Metering Systems (with | 26 | Liquid Flow Metering Systems (with
Meter Factor Linearization) Meter Factor Linearization)

23 QOrifice/Turbine Gas Flow Metering 27 Orifice/Turbine Gas Flow Metering
Systems Systems
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a va = ] LYY {
wwaUfjuRn1saauiisu Compact Prover (CPP) {igufiufianaeuuuning L YR

N
/" CBWM

&
2. memmemuusiuresdndaeivesaildilusmnanslunisnseaeuliiisusesFlow Meters 16
2.1. mmﬂ%'aa’s’mﬁhﬂ’nwmLmummmm (Densitometer) Uszan Metering Stations ﬁf’ﬂ"} Density @ 15 °C mmwamﬁmeﬁmmmaaﬁi%mwaau’[,ﬁ
f¥uses Flow Meters Fupiasinminandesldfunsasuiisunnmenuiividede
2.2, 91NMRIUHURNIIY gosnthenuiiinieds Jsfeuuu Laboratory Report 7isne41udn Density @ 15 °C vewwdnsfasifildninasuliie
$u399 Flow Meters soulvniinaudwihiidemaiaynads
3. gaseuasesmsinnsaniivunguanifivesiiiazidifuasldau Flow Computer 19y MnunauantAnisiiunsilneusunsltiedos Flow

Computer 3ANVDINARAIUUY Y30 Authorized Dealer ¥asuaniuitiug nowdiandunisldeunazinnis Configuration n1elu Flow Computer Litataariu
ANUNANAIRA

4‘ L a 4‘ o/ e o
V. HAIDIINYUUANA BAZIATEIINAUAUUSZRN CPP

1. Temperature Transmitters (TT) Wag Pressure Transmitters (PT) U541 CPP & Flow Meters lidiA1adnsgnsias Tneileuaialdliiudiusingly
lu API MPMS Chapter 7- Section 2 wag APl MPMS Chapter 21- Section 2:

Discrimination Allowable Deviation

Temperature of the liquid at the CPP Tepp 0.05-0.1 °C 0.1 °C
Pressure of the liquid at the CPP Pcpp 10 - 20 kPag 20 kPag (0.2 barg/3 psig)
Temperature of the liquid at the meter T 0.1-0.25°C 0.25 °C
Pressure of the liquid at the meter P 10 - 20 kPag 20 kPag (0.2 barg/3 psig)

2. Temperature Transmitters (TT) @y Pressure Transmitters (PT) Uszd1 CPP diosléifunisaouiiiouannviosufifinisaladu 150 17025 lugas

SrggnaANvLNEaN neuaauieu (Calibration) wuuu1ms1 CPP / neunsiadauliansuses (Verification) Flow Meters

3. THEIUDUTIBIIUNANITNITNAGDU SAT (Site Acceptance Test) U94LA3R4INUIZA1 CPP, Flow Meters Way Flow Computer L Lﬂ%aﬁmqmmﬁ

Y

WA3einAu n3estiudygaiad way Clock luiu wilduiing CBWM neunsiaaeulifiisuses (Verification)
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wuaUfUANsERUigY Compact Prover (CPP) gUNUANAIMUUNING ijoie)
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A. Flow Computer (OMNI 3000/6000) Configuration / Configuring Provers

Prover Settings éll'\i A1 Configuration

{L2} Maximum Number of Runs 2-99 seumsapuliiey  lagUnfegUszana 10 seumMsaeuLiigy

{L2} Number of Passes per Run to Average Iﬁéf\iﬁﬂ Run Repeatability Maximum Deviation % Tndulumnu APl MPMS Chapter 4.8 -2013 (Table A-1
{L2} Number of Runs to Average Repeatability Criteria for 0.027% Uncertainty (Preferred Uncertainty), For +0.00027 Random
{L2} Run Repeatability Maximum Deviation % Uncertainty in Average Meter Factor)

“Common examples of pass, run, and repeatability combinations are:
- 3 passes per run, 5 runs at 0.05 % repeatability (15 passes);
- 3 passes per run, 3 runs at 0.02 % repeatability (9 passes);
- 5 passes per run, 5 runs at 0.05 % repeatability (25 passes);
- 10 passes per run, 3 runs at 0.02 % repeatability (30 passes)”

asaidenaladmileann 4 Avdeuy Fuegiuanumsngausensuimny

{L2} Prove Run Meter Factor / Counts Repeatability (O 0 = count
= count, 1 = MF) fwaum Prove Run tuwuu Counts Repeatability Hufafia1saunan Repeatability 31ns1uiudygaiad

(Interpolated count) fitfuldann Flow Meters

{L2} Prover Type 2 = Unidirectional Compact Prover

nensiiliden 0 = Unidirectional Pipe Prover
1 = Bi-directional Pipe Prover
2 = Unidirectional Compact Prover (Brook Compact Prover)
3 = Bi-directional Small Volume Prover

4 = Master Meter

5 = Two-Series Bi-directional Pipe Prover

7/15
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wuaUfiRnnseeuiieu Compact Prover (CPP) lgufiudemasuuuanas 1 YA

{ CBWM
Prover Settings éll'\iﬁﬁ Configuration
{L1} Prover Volume 1. dlefviunle Prover Type Wuuuu Unidirectional Compact Prover (Brook Compact Prover)
{L1} Prover Upstream Volume fofugestourn Base Volume  iilesduiies fie A1 Prover Upstream Volume w3a Prover

{L1} Prover Downstream Volume Downstream Volume tns1gtduwuu Unidirectional Compact Prover
2. e cPp WWdsufUFlow Meters fiasfinsia CPP Tufievng Upstream/Downstream direction

Wigndesaenndasium Base Volume Fedaumlinounthil Asgudneais

—_— Downstream Volume ——

—_— ®—) '—llh;m-hmi&dl!mx- —>

Fig. 6-12 Downstream and Upstream Volume setups.

{L1} Plenum Pressure Constant syuusnwAuausalugiRnielu Pneumatic Spring Plenum ¥4 CPP
{L2} Plenum Pressure Deadband % 1. nsdifisvuu CPP fldflsvuusnwinnususmusifaiely Pneumatic Spring Plenum dasldtious
a9 asly

2. ns@NTEuU CPP dszuusnwianudusnlusiinigly Pneumatic Spring Plenum Tvtauadauys

AT (Aegutneana)

1%
o

mEms  FenTIaaeuLssaungly Pneumatic Spring Plenum ynassiiiinisnsivaeulvidfuses 11
fiAnaudugaisameniutedruavesninvisld 1dewinminuseduaiely Pneumatic  Spring
Plenum fiAnAnudusininafidmunaznaliin slippage Tu CPP i Fsasiinadoninugniesvadnuy

1119151 (CPP) %
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wurUfuRn1seaulisy Compact Prover (CPP) HiBUNUNINIAUUUNING L YR

#39A1 Configuration

Prover Settings

Basic Operation

Plenum Deadband %

The Compact prover requires that the plenum chamber pressure be maintained
within certain imits.

Reducer Charge

Plenum
450 PSI Solenoid Chamber
Valve i ):
600 PSI
Pressure Switch t‘ozgﬁh‘h
Detects Needle
Reserves Low Valve Orifice
Contact to Vent
Nitrogen OMNI Command
Bottle From OMNI
1500 PS| Charge
Command
from OMNI

Fig. 6-14 Diagram shows venting and charging the plenum pressure

{L1} Over-travel

“0.0”  muAULINYILNUINUIEN Polytechnology d11in &l OMNI Authorized Dealer

{L2} Inactivity Timer

100 second

{L1} Area Thermal Expansion Coeff Prover Barrel (Ga)
{L1} Linear Coefficient of Switch Rod (Gl)

{L1} Prover Diameter

{L1} Prover Wall Thickness

{L1} Modulus of Elasticity

{L1} Cubical Thermal Expansion Coefficient of Tube
(Ga)

e Configuration AMAIUTEM Edn CPP
vangmg  Adudszansans f1aq deslinhefiaenndestumgumngiinazaininududidinain
Temperature Transmitter (TT) ag Pressure Transmitter (PT) Usg41 CPP (1w /°C , /bar, /kPa,
/°F, /psi )

9715




wuaUfUANsERUigY Compact Prover (CPP) gUNUANAIMUUNING

Prover Settings #39A1 Configuration

{L1} Base Pressure

0 Barg %38 0 Psig

{L1} Base Temperature

1. 30 °C dwiuldnuresvamdniueitinnden wmszaramall 30 °C Judrgamainildiiund
asInandln wagn1sAnUIuudrsesdniurediniy wns1 7 ¥e9 wizswdyaRnisAungiu
WOLNES W.A. 2543

2. 15 °C dwmsuldauietlasideuman (LPG)

{L2} Stability Check Sample Time

5 second

{L2} Sample Time Temperature Change (DTemp)

0.5°C (1.0 °F)

{L2} Sample Time Flow Rate Change (DFlow)

0.05% Qray ; (Quax = 805IN5IVAGIGAVRY Flow Meters)

{L2} Prover-to-Meter Temperature Deviation Range

0.5°C

{L2} Meter Factor Deviation Percent

“0” MuUAUEIIYBITUNUAINUIEN Polytechnology $11ia il Authorized Dealer ‘iosanlunis

Configuration lailarwualiill Auto —Prover elaidndudaadouasingnn

{L2} Automatic Meter Factor Implementation? (0 = NO, | “0”
1=Y)
{L2} Apply Meter Factor Retroactively? (0 = NO, 1 =Y) | “0”

{L2} Archive All Reports Y/N

PINADINITANTBITNENUNALEAT “Y” nlifean1sd1s9s1eunald “N”

{L2} Manual Implementation Time Limit

Auto-Prove Flow Rate Change Percent
Auto-Prove Flow Rate Change Threshold
Auto-Prove Flow Rate Stable Period
Auto-Prove Meter Down (Hours)
Auto-Prove Startup Flow

Auto-Prove Maximum Flow between Proves

1o &

wntun1s Configuration Tadlarmuald Auto —Prover Adudsimaniinlasnudesdoudnlae

10715
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a wva a o [V, O
wurUfuRn1seaulisy Compact Prover (CPP) HiBUNUNINIAUUUNING \?“4 ol

Prover Temperature Settings A9AT Configuration
InletOutlet
Low Alarm Limit UJoualaenndnidu T189MUNaN1IATIAABU SAT (Site Acceptance Test) UadtATasinUsza1 CPP

High Alarm Limit

{L2} Override

{L2} Override Code

{L1} @ 4mA*

{L1} @ 20mA*

{L1} Damping Code

Prover Pressure Settings 9A1 Configuration

InletOutlet

Low Alarm Limit UJoualiaenndniiu $1891UNANIIANINARDU SAT (Site Acceptance Test) U4LA3DYINUEAN CPP

High Alarm Limit

{L2} Override

{L2} Override Code

{L1} at dmA

{L1} at 20mA*

{L1} Damping Code

{L1} Plenum Pressure at 4mA

{L1} Plenum Pressure at 20mA

{L1} Plenum Pressure Damping Code

11/15



a wva o o Y L
wuaUfiRnnseeuiieu Compact Prover (CPP) lgufiudemasuuuanas 1 YA

InletOutlet

Low Alarm Limit

Joualiiaanadesiu s1891uNan1INITIAADU SAT (Site Acceptance Test) U841A3093AUsZA1 CPP , Flow

High Alarm Limit

Meters

{L2} Override

{L2} Override Code

{L1} at 4mA*

{L1} at 20mA*

{L1} Damping Code

BN

au o

Y

1. Fmyingaumail Invar Rod lumsasivaeulviAniuses Flow Meters e CPP Tivimsingaumgiiduialaensaiuuia Invar rod Wil vaviinisingumail

21nAn18lunszusnATaU Invar Rod & Detect Switches 2MnYaIneten 6 Wided kaziinandudswinate@alrnsantdnaudininidanisiansvludunou

nyvaaeulidiuses (Verification) InendnaudmihidinsinassowihnisdalumendwiuiinuiRnuasa

Y oa 1w a £ o a v adou Y v . y
2. IMLWQJQWEIMU%E‘IV]S“UEJ’]EJWJLGUQL?I‘NLLﬁL’QﬁJMQQJﬁ’JﬂIﬂ%@Q Invar Rod aslu “Proving Report” w84 Flow Computer

3. lumsnsavaeu Audit Trail wuanfinisdausl Modbus Index 7919 lasuudeindunisdeuranmgll Invar Rod Aaugiunisleusn Frequency wazen K-

Factor UsgdnAn Frequency tiu9uas Flow meter u@lun1snsiadeutonans Firmware 24.75/20.75 Wui1 Modbus Index 7919 1fu “Prover Volume”

Tuaauzdi Modbus Index 7917 u “Invar Rod Temperature” JEAINBUIMNKHUNUIINUTEN Polytechnology I11m Fa.9u OMNI Authorized Dealer
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NOUNUNINIUUNINGT

=1

Compact Prover (CPP) i

=

fuAnsaauiigy

WU

$4837,40,0

Meter Proving Report Computer ID : $4836,8,0
Date : $4921,8,0 Time : $49%22,8,0 Report Number : $5931,4,0
Location : $4842,40,0
Prove Data :
Diameter cm :$7960,8,2 Wall Thick cm : $7961,8,2 Elasticity:$7962,14,2
Thermal Exp. :57963,9,7 Table Selected: $4923,8,0 Product Name : $4924,8,0

Meter Data :
Serial Number: $4926,8,0 Meter ID : $4925,8,0

Meter Size : $4927,8,0 Meter Model : $4928,8,0 Total Liter : $5933,10,0

Previous M.F. : $5962,6,4 @ Liter/hr:$7966,9,2 Date : $4929,8,0 Time : $4930,8,0

Data From Consecutive Prove Runs:

Run Interpolated Count Temp. Deg.C Press kPa Flowrate Density Meter
Forward Total Prover Meter Prover Meter Liter/hr @15C Freq

$3935,2,0 $5942,8,2 $5943,8,2 $7993,6,2 §7991,6,2 $7994,7,2 $7992,7,2 $71996,8,1 $7995,6,2, $5964
$3936,2,0 $5944,8,2 $5945,8,2 $7999,6,2 $7997,6,2 $8000,7,2 $7998,7,2 $8002,8,1 $8001,6,2 $5965
$3937,2,0 $5946,8,2 $5947,8,2 $8005,6,2 $8003,6,2 $8006,7,2 $8004,7,2 $8008,8,1 $8007,6,2 $5966

$3938,2,0 $5948,8,2 $5949,8,2 $8011,6,2 $8009,6,2 $8012,7,2 $8010,7,2 $8014,8,1 $8013,6,2 $5967,6,

$3939,2,0 $5950,8,2 --$5951,8,2 '$8017,672 :$8015,6,2 $8018,7,2 $8016;,7,2 $8020,8,1 $8019,6,2 -$5968
Averages $8051,8,2  58054,6,2 ~ 58052,6,2.°$8055,7,2 $8053,7,2 $8057,8,1 $8056,6,2:58073,7,1
Average K Factor Pulses/Liter : $7964,9,3

Maximum Count Deviation Between Runs Was $8058,6,3%

Calculated Data For Prover

1. Base Volume of Prover, Lite.. ... oo soeies O Y S PRIl K e T RS
2. Correction Factor for the Effect of Temperature on Steel (CTSP).. $8059,8,6
3. Correction Factor for the Effect of Pressure on Steel (CPSP) .... $8060,8,6
4, Correction Factor for the Effect of Temperature on a Liquid (CTLP)$8061,8,6
5. Correction Factor for the Effect of Pressure on a Liquid (CPLP).. $8062,8,6
6. Combined. . Correction 'Bactor: (CCE) = s St soietoioneisinions oitersiogerls s ete raiisie $8063,8,6
7. Corxrected Prover Volume, Liter (Line 1 X Line 6) ....iivauwauin, . $8064,10,5
Calculated Data For Meter
8.:Metered Molume, - LIter i . svivn nerrs cies v R e R S L R R e S 11 0) S S N Il
9. Correction Factor for the Effect of Temperature on a Liquid (CTLM)$8066,8,6
10. Correction Factor for the Effect of Pressure on a Liquid (CPLM).. $8067,8,6
11 Combined i Correctiont Bactor: (CEEY: T loi s sraieios shohs wcaiess, syl i e wiore syageis $8068,8,6
12. Corrected Meter Volume, Liter (Line 8 x Line 1ll1l) ....c.ceoveean $8069,10,5
Calculated Meter Factor
133 -Meter Factor (Life /o Tine LY . iiiiis ceiiiisone coite reisaisnsss oieiomsisiog e o/omn $5963,8,5
14. RActual K Factor Pulses/Liter .......os i TSR D o LiaueaNnys e i 980 2813
$4935,32,0 $4931,32,0
Remarks
Signature Date Company Represented

JUnuU Format 984 “Proving Report” d1%35u Flow Computer (OMNI 3000/6000)
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wuaUfURANsERUiBY Compact Prover (CPP) WEUNUAIAINUUUNIATY , YK
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4. mMsnfswazn1ssneauuasnfy Flow Computer (OMNI 3000/6000)
1. mvustudnennuUasnis Level Password d1w3unisld Flow Computer (OMNI 3000/6000)

11, fjasouasas Flow Computer (OMNI 3000/6000) sasimunduinuaiuvasadelidulumugiiomsldou Flow Computer Ingliionidn
PASSWORD “OMNI” &aiflussiaifiansqean (Privilege Level) ansnsasnuiumslagnielu Flow Computer limnnsdl safsmaidsuuvasudlosuusnise
ATugNFpuTiesnssues Flow Computer uazligasaunsns Flow Computer ifugffufinteuuazifiuinu PASSWORD vsun

1.2, fpseuAsad Flow Computer Wuginunuarauny1nli PASSWORD wAntinanu w3eusene 45udnenuseauanumineauveinisujuifnuuas
Anudasafedeniuysiifinernugnioiissnsaues Flow Meters (W&M Configuration) fhoghstusnueiaendty

a. Privilege Level : Head of Instrument maﬂﬁﬂiaumm Flow Computer
b. Level 1 :Instrument Engineers maﬂﬁﬂiaumm Flow Computer

c. Level 1A : Third Party; (Case by case)

d. Level 2 : Operator ‘U@ﬂé’ﬂiaumad Flow Computer

13. U3 Polytechnology §1f Faidu OMNI Authorized Dealer $io4m573d0U Flow Computer (OMNI 3000/6000) eudwauliiiugnAdes
Aiun1siuun PASSWORD mm%y’u%ﬂwﬁzﬁummﬂaamﬁa‘l%mmsLL'«J”ﬂﬁqﬂﬁwmmLﬁammmm’ﬂﬁu PASSWORD letasluniends

2. Audit Trail 153 Configuration ludauwes Audit Trail $1uau 3 Sunou fie

2.1. Activating the Audi Trail Feature

2.2.  Password Protecting Serial Port Access

2.3.  Enable Rigorous Auditing of Serial Ports
Inedan1utonansued OMNI “981101B-Using-the-Audit-Trail-Event-Logger-Feature-and-Sealing-of-the-Flow-Computer Omni.pdf” nideasdeniolsl
Faauliaouniy USEm Polytechnology 311 3918w OMNI Authorized Dealer

Tudauwes Password Protecting Serial Port Access ‘fﬂﬁﬁ%ﬁumiﬁ% Serial port/Modbus Port#1 (Printer connection) AU Modbus Port#2 - Modbus
Port#6 (i) fid1e lalfinsudensiola el Password fananligidudrvesvdedasouases CPP WWudifusnuifiosdifen
3. 3@ Flow Computer OMNI 3000/6000  Wsiiunisda Flow Computer fg 4 Sunau e
3.1. Disable download to the computer

3.2.  Select the serial port lockout switch option
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wuaUfURANsERUiBY Compact Prover (CPP) WEUNUAIAINUUUNIATY L YA
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3.3.  Program Inhibit (keypad Lockout) Switch (fiagu®19an9)

3.4. Housing Sealing (fla3Ut19an9)

RESET SWITCH__|

RIBBON CABLE TO

FRONT PANEL ENABLE

MEMORY BACKUP
BATTERY ———— |

PROGRAM LOCKOUT
SWITCH

—

Figure 1. The Program Inhibit Switch

Tnegnnnuenasved OMNI “981101B-Using-the-Audit-Trail-Event-Logger-Feature-and-Sealing-of-the-Flow-Computer  Omni.pdf” nnivaasdaunsaly

Favauliraeuany U3 Polytechnology $1iia it OMNI Authorized Dealer

NFUNINTFIULATIIAINUALLATONIN
ftindenedn

4 W.8. 59
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TB-981101B Using the Audit Trail (Event Logger)
Feature and Sealing of the Flow Computer

NOTE: User Manual Reference - This Technical Bulletin complements the information contained in
Volumes 2 & 3 of the User Manual, applicable to all firmware revisions.

Table of Contents
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TB-981101B Using the Audit Trail (Event Logger)
Feature and Sealing of the Flow Computer

Scope

All firmware revisions of OMNI 6000/OMNI 3000 Flow Computers have an Audit Trail feature. This
Technical Bulletin explains how to use the Audit Trail feature and other Security features designed to
prevent unauthorized access. The information contained in this Technical Bulletin are for intermediate
users.

Abstract

All OMNI Flow Computer firmware revisions include an “Audit Trail” feature. In current revisions, this
security feature consists of an archive file that stores 150 records of the most recent changes made to the
flow computer database. The flow computer always logs changes made to the database via the OMNI
front panel keypad. It can also log changes made remotely via a Modbus port, using OMNICOM® PC
Configuration Software for instance, if passwords have been activated on the serial port. Each record
consists of a unique event number, time and date tag, the database index number of the affected
variable, and the new and old value of that variable. The value of gross and net totals at the moment of
the event are also stored in the record. Furthermore, the firmware can log events that involve a group of
consecutive database addresses. In this case, only the starting index number and the number of
consecutive index points appear in the audit trail. The records comprise the Audit Trail Report which,
when printed, lists the latest 150 records in time sequence starting with the most recent. You can view
this report in OMNICOM and print it either with OMNICOM or the front panel keypad. The Audit Trail
Report has a fixed format and is not customizable by the user.

Activating the Audit Trail Feature

The OMNI Flow Computer will automatically log all changes made to the configuration settings via the
front panel keypad. However, to avoid flushing the audit trail, the firmware does not log configuration
changes made via serial ports other than complete download events, unless rigorous auditing is enabled.
In order for the flow computer to log configuration changes made through a serial port, whether remotely
(via modem) or via direct connection, the corresponding serial port must be password protected or
enabled for rigorous auditing. With passwords activated, the firmware will fully log the target database
address’ old and new value only when single point writes occur. When blocks of data are written, only the
starting database index and total number of consecutive points written to will be recorded in the audit trail
log. Enabling rigorous auditing does not require serial port passwords to be used. The flow computer will
archive all serial port transactions that represent configuration changes.

Password Protecting Serial Port Access

The flow computer will automatically log any single point writes to a specific database address made via a
password protected serial port. Assigning serial port passwords for the first time can only be done via the
front panel keypad of the flow computer.

To assign passwords and restrict access to serial ports via the OMNI front panel keypad, proceed as
follows:

NOTE: Entering a Serial Port Password — Initially, you can only assign serial port passwords via the
OMNI front panel keypad. Choose up to eight (8) alphanumeric characters for the password.
Enter the selected password at the corresponding serial port enter under the ‘Password
Maintenance’ submenu:

* ‘Ser1 Passwrd’ for Serial Port #1
e ‘Ser2 Passwrd’ for Serial Port #2
e ‘Ser3 Passwrd’ for Serial Port #3
e ‘Serd Passwrd’ for Serial Port #4
e ‘Ser5 Passwrd’ for Serial Port #5
e ‘Ser6 Passwrd’ for Serial Port #6
If Serial Port #1 has a printer connected to it, you need not assign a password to this port. Ports

#3, #4, #5, and #6 are available only if your flow computer has three (3) serial I/O modules
installed. Firmware .73 and higher in all revisions allow for a third serial card.

®
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TB-981101B Using the Audit Trail (Event Logger)
Feature and Sealing of the Flow Computer

* Using the flow computer’s front panel keypad and in the normal display mode, press [Prog] [Setup]
[Enter] [Enter] [Enter]. This will display the ‘Password Maintenance’ submenu of the
‘Miscellaneous Configuration’ menu.

PASSWORD
MAINTENANCE
Priveledged

Level 1
Level 1A

« Scroll down to place the cursor at the desired ‘Sern Passwd’ prompt and enter a password of your choice. The
“n” in ‘Sern’ represents the serial port number (e.g., the display shows Ser2 for Serial Port #2 (see Note for
additional information).

PASSWORD
MAINTENANCE
Ser1 Passwd

Lockout SW Active?
N
Ser2 Passwd

* Press [Enter] once you have keyed-in your password for the selected serial port. The flow computer
will prompt you to enter the privileged password for the flow computer to validate the new serial port
password. If you have not yet assigned a privileged password, either use “OMNI" as the default or
scroll up and assign a password now. If you do the latter, repeat the procedure for assigning the
serial port password.

Once assigned, you have the option of changing the serial port passwords via the OMNICOM PC
configuration software. To do this, while on any field edit screen, press [Ctrl] [Alt] [P] on your PC
keyboard and follow the online instructions. You will need to enter the current valid password before you
can change it.

Enabling Rigorous Auditing of Serial Ports

Rigorous auditing is normally used only as a diagnostic tool to track down unexpected changes made to
the flow computer database. It allows you to log all transactions of one (1) or more non-password
protected serial ports. Actually, the only way to log all changes to the OMNI database done through serial
ports is by enabling rigorous auditing. To enable rigorous auditing you must define a user-programmable
variable statement. This statement places the decimal value of the serial port’'s hexadecimal code into
the database address the correspondence to the special diagnostic function (Index # 3800). To enable
rigorous auditing to one or more serial ports, perform the following:

* From Table 1, select the hexadecimal codes of the serial ports to which you want to apply rigorous
auditing. Then determine the decimal equivalent of the selected hexadecimal codes (indicated in the
table).

e Formulate a variable statement that writes the desired decimal value to Database Point # 3800
(Special Diagnostic Function) using the following logic:

o Address 3800 is EQUAL (=)to the CONSTANT (#) decimal value

Or simply select the respective variable statement from among those provided in the Table 1.

«®
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TB-981101B Using the Audit Trail (Event Logger)
Feature and Sealing of the Flow Computer

Table 1. Variable Statements for Enabling Rigorous Auditing to Serial Ports

VARIABLE STATEMENTS FOR ENABLING RIGOROUS AUDITING TO SERIAL PORTS

Serial Port(s) # Hexadecimal Decimal Variable
Code Equivalent Statement
000A 10 3800=#10
00AD 160 3800=#160
0AOQ0 2560 3800=#2560
A000 40960 3800=#40960
0005 5 3800=#5
0050 80 3800=#80
00AA 170 380=#170
0AQA 2570 3800=2570
AOQQOA 40970 3800=340970
AOQAA 41130 380=#41130
AAQDA 43530 3800=#43530
AAAD 2730 3800=#2730
AAAA 43690 3800=#43690
AAS5A 43610 3800=#43610
0AAD 2720 3800=#2720
AQAD 41120 3800=#41120
00A5 165 3800=#165
AAA5 43685 3800=#43685
AAQ0 43520 3800=#43520
AAAD 43680 3800=#43680
0AAD 2720 3800=#2720
AA55 43605 3800=#43605
AAQ0 43520 3800=#43520
AA50 43600 3800=#43600
AAD5 43525 3800=#43525

o  Either via OMNICOM or the front panel keypad, open the ‘Program Variable’ submenu under the
‘Miscellaneous Configuration’ menu, select an available (empty) variable point, and key-in the
variable statement. Press [Enter] when done to enable the rigorous auditing feature. In OMNICOM,
remember to download the variable statement to the flow computer when done if working offline.

Printing and Viewing the Audit Trail Report

You can print the Audit Trail Report from either the flow computer’s front panel keypad or from
OMNICOM. However, you can view this report only from OMNICOM.

NOTE: Verifying the Audit Trail Feature — To verify that the audit trail feature are rigorous auditing are
active, make any necessary flow computer configuration changes and view or print the Audit Trail
Report (as indicated in this Technical Bulletin). If the changes you made appear on the report,
the audit trail feature is active.

®
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Feature and Sealing of the Flow Computer

Printing the Audit Trail Report via Front Panel Keypad
To print the Audit Trail Report from the flow computer’s keypad, perform the following:

* In the display mode, press [Prog] [Print] [Enter] to display the ‘Print Report Menu'.

e  Scroll down to place the cursor at the ‘Audit Trail ? (Y)' prompt and type the number ‘150", indicating
the total number of records to print. It is not necessary to print all 150 records, unless you want to.

* Press [Enter] and the report will print.

Viewing and Printing the Audit Trail Report via OMNICOM
To print the Audit Trail Report from OMNICOM, perform the following:

o With OMNICOM running, select ‘Audit Trail Report’ under the ‘Report’ menu and press [Enter].

» Select ‘Load from OMNI’ in the popup box and press [Enter]. OMNICOM will prompt you for a
password to continue. It will allow you to change the password if you want (for loading the Audit Trail
report via OMNICOM only). In any case you will need to enter the password you assigned for
rigorous auditing.

* Type the password and press [Enter]. OMNICOM will proceed to load the audit trail data and display
the Audit Trail Report.

* |f you want to print the report, press [Alt] [P] and follow the online instructions.
* Exit OMNICOM when completed.

Sealing the Flow Computer

In addition to the audit trail, OMNI Flow Computers provide sealing features for added security. These
security features prevent access to the circuitry and tampering of configuration settings, protecting data
and system integrity.

The key sealing features are:

* Download Disabling (OmniCom Lockout)
e Serial Port Lockout Switches
*  Program Inhibit (Keypad Lockout) Switch

o Housing Sealing
Download Disabling (OmniCom Lockout)

NOTE: You can set the download disabling and serial port lockout switches in one session while in the
‘Password Maintenance’ setup. You can set these features either via the front panel keypad or
by using the OMNI Panel Emulator provided in OMNICOM. The recommended order for
applying the sealing features is as follows:

» Disable download to the flow computer

» Select the serial port lockout switch option

» Activate the program inhibit switch

e Physically seal the flow computer housing enclosure
OMNI Flow Computer firmware allows you to block all complete downloads from OMNICOM to the flow
computer. This feature protects against accidental downloads that could occur due to incorrect logon.

Once a flow computer is configured, the correct way to log on is to ‘Receive’ the configuration in
OMNICOM.

You can set this feature only via the front panel keypad. To set the download disabling feature, proceed
as follows:

* In the normal display mode, press [Prog] [Setup] [Enter] [Enter] [Enter] to access ‘Password
Maintenance’ setup.

®
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e Atthe ‘Privileged’ Password prompt, type-in the corresponding password and press [Enter]. The
download disabling setting will not appear if you do not enter the privileged password.

e  Scroll down to the ‘Disable Download?’ prompt. The LCD screen displays as follows:

PASSWORD
MAINTENANCE
Lockout SW Active?
N

Model #? 0=3K, 1=6k
1

Disable Download?
N

* Press [Y] [Enter] to disable or [N] [Enter] to enable OMNICOM downloading of the configuration
data to the OMNI Flow Computer.

If desired, you can proceed to set the serial port lockout switches while in the ‘Password Maintenance’
setup. The following section describes this feature.

Serial Port Lockout Switch Enable Option

The flow computer’s configuration provides a lockout switch option for each serial port. You can activate
or deactivate the serial port lockout switch option only via the front panel keypad, as follows:

* In the normal display mode, press [Prog] [Setup] [Enter] [Enter] [Enter] to access ‘Password
Maintenance’ settings.

e  Scroll down to the ‘Lockout SW Active?’ setting that corresponds to the selected serial port. Press
[Y] [Enter] to activate or [N] [Enter] to deactivate the lockout switch for each serial port to which you
want to set this feature.

* Press the [Prog] several times to exit the Program Mode and return to the Display Mode.
Program Inhibit (Keypad Lockout) Switch

NOTE: Preventing Access to the Program Inhibit Switch — To prevent unauthorized activating or
deactivating of the program inhibit switch, seal the flow computer housing as indicated in this
Technical Bulletin. Activating the program inhibit switch with firmware revisions prior to .72
blocked all configuration changes. This was subsequently modified to allow configuration
changes to password level 2 operational parameters such as PID setpoints, batch end
commands, and prove commands.

The Program Inhibit Switch allows you to lock access to the Program and Diagnostic/Calibration Modes
via the front panel keypad. This prevents configuration settings from being changed. Attempting to enter
a configuration submenu will have no effect when the switch is in the inhibit position, and “PROGRAM
LOCKQUT” will display on the bottom line of the LCD screen. Nonetheless, you can still enter key
presses to only view data in the normal Display Mode.

Figure 1 shows the location of the program inhibit switch; which is behind the front panel. To access and
activate or deactivate, do the following:

* Hold the front panel from the bottom, gently lift it upwards to disengage the latching bezel, and
withdraw the flow computer a couple of inches from its housing case.

* Locate the red Program Inhibit Switch. It will be on the bottom right (when facing the front panel)
behind the front panel (Figure 1).

* Using your right hand (recommended), place the switch to the downward position to lock the keypad
or place it to the upward position to unlock the keypad.

* Reinsert the flow computer into its housing, making sure that the bezel latches in place.

®
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You can test the program inhibit switch by pressing the [Prog] [Setup] [Enter] keys on the front panel
keypad. This will take you to the Setup Menu in the Program Mode. Place the cursor on any of the
submenus listed and press [Enter]. If the “Program Lockout” message flashes on the bottom line of the
LCD screen, the program inhibit switch is active

CAUTION: These units have an integral latching mechanism which you must first disengage by lifting the
bezel upwards before withdrawing the unit from the case.
e

RESET SWITCH__|

RIBBON CABLE TO
FRONT PANEL

N

ENABLE

LOCK

MEMORY BACKUP
BATTERY ——————] PROGRAM LOCKOUT

SWITCH

— ]

Figure 1. The Program Inhibit Switch

Housing Sealing

You can lock or seal the inner enclosure of the flow computer within the outer enclosure, blocking access
to the 'Program Inhibit Switch' and to the circuitry. To seal the flow computer, insert an instrument sealing
wire through the holes provided on the top-right and towards the back of the enclosures. Before placing
the sealing wire, make sure that the integral latching mechanism is in place aligning the holes of both
enclosures (inner and outer).
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